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Definition and Purpose of

Enterprise Risk Management (ERM)

All business processes exist to achieve a specific end product or objective.
ERM is a business process; not an end unto itself. lts objective is to better
ensure the sustainability of an organization and enable it to meet the goals
set forth in the organization’s strategic or annual plan.

A typical approach to ERM begins with a focus on current or future or-
ganizational risks. This often begins with a focus on the business plan and
what may prevent it from being achieved.Although risks often have a strong
downside potential, they can also present opportunities or upside potential.
Both types should be identified. Then, through assessment and prioritiza-
tion, small/unlikely risks are separated from large/likely ones.

In the practice of ERM, risks are identified, and responses to them are de-
veloped, holistically across the organization and responses to them are
developed. The response may be in the form of risk transfer, amelioration,
elimination or positive exploitation, so that the organization can place itself
in a better position to meet its planned profitability goals. Thus, the risks
may be insurable or not, may be current or emerging, may affect the entire
business or only a portion.

Benefits of an Enterprise Approach to Risk Management

Among the benefits of practicing ERM include:

* Helps ensure that business goals and objectives are reached

* Improves management’s ability to understand and manage risk

* Assists in reducing the impact of risk and of adverse events that do occur

 Positively impacts rating agency assessments

* Enhances the organization’s ability to deal with legal actions related to
their response to risk

* Aids in maintaining an organization’s competitive advantage and good
reputational image



ERM is a Process

As a business process, ERM requires a framework and step by step meth-
odology for implementation. This article will address both. As the ERM
process moves from one step to the next, there are inflection points that
require management’s strategic thinking, operational knowledge and deci-
sion-making. Various output will be produced that become business tools
for tracking risks and the action plans for addressing these risks.

One way to think of the overall process is to consider the categories rating
agencies use when assessing an organization’s risk management approach.
When evaluating insurance companies, for example, S&P has been using the
following categories according to David Ingram':

|. Risk Management Culture

2. Risk Controls

3. Emerging Risk Management

4. Risk and Economic Capital Models
5. Strategic Risk Management

Organizational Culture Must Support ERM

As published in the John Liner Review, “In answer to the question ‘What is
the most important aspect of ERM as distinct from former models of RM?’,
Roy Fox, director of enterprise risk management at Bonneville Power Au-
thority in Portland, Oregon, said, “’It is a cultural distinction; there needed
to be a mind expanding approach to viewing risk’”.?

What creates a particular culture, or a subset of culture, are:
* Messages sent from the top of the organization

* Processes that are implemented

* Investments in tools and reporting to support the process
* Recognition and Rewards, especially compensation criteria

' ERM-Il RESEARCH REPORT: Enterprise Risk Management for Property-Casualty Insurance
Companies,” Shaun Wang and Robert Faber.



Any pervasive process in an organization requires a cultural underpinning
for the process to rest upon. When a group shares a common set of norms
or beliefs, a culture is born. To foster a culture that values ERM, there
would have to be a shared belief that risk is an important business factor.
Further, the belief system would have to recognize it is “ok” to raise risk
related issues, fostering a cultural understanding of ERM as an integral part
of meeting business plan goals,as a process not a control. There would also
be democratization of responsibility for identifying and handling risk across
all staff in an organization.

Added to all this,a common vocabulary is needed so that communication
is clear and relevant. At the end of the day, for ERM implementation to be
successful, the entire organization has to get some level of education about
risk and the steps in the ERM process.

This education may need to begin with the Board or senior management
and then cascade through all levels. The form of education may be different,
depending on the organization. However, all forms should include some
sort of documentation that the learning has been affected; this could be a
sign-off or a completed e-test.

And, the ERM Process Must Have a Foundational Underpinning
There are two internationally accepted frameworks or standards for ERM,
ASNZ 4360-2004 and COSO ERM. Another framework, ISO 31000, is cur-
rently under development. The framework forms the foundation for the
ERM process.

Here is a pictorial view of these standards:

2 Donna Galer, “Clearly Differentiating Between Old and New Models of Risk Management: A
Discussion of ERM Today,” The John Liner Review, Vol |, No 4,Winter 2008.
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ASNZ 4360-2004 COSO ERM

The ASNZ describes ERM as:
Risk management involves establishing an appropriate infrastructure
and culture and applying a logical and systematic method of estab-
lishing the context, identifying, analyzing, evaluating, treating, moni-
toring and communicating risks associated with any activity, function
or process in a way that will enable organizations to minimize losses
and maximize gains.>

COSO ERM describes ERM as:
Enterprise risk management is a process, effected by an entity’s board
of directors, management and other personnel, applied in strate-
gy setting and across the enterprise, designed to identify potential
events that may affect the entity,and manage risk to be within its risk
appetite, to provide reasonable assurance regarding the achievement
of entity objectives.*

3“Standards New Zealand Technical Committee OB-007 “Australian and New. Zealand Standard
on risk management, AS/NZS 4360” (:2004).
4 Committee of Sponsoring Organizations of the Treadway Commission, “Enterprise Risk Man-
agement — Integrated Framework” (2004).



Selecting a Framework

Selecting one framework and applying it across the organization establishes
a common language and understanding of risk, significantly enhancing the
organization as ability to effectively communicate risk, opportunity, mitiga-
tion and prospects. It ensures:

* a common ground and discipline

 consistent approach and point of view

* allows the approach to be applied at a macro as well as a micro level
* a foundation of a common dialog across levels of management

a holistic view of risk

In addition, adopting an internationally recognized framework not only cre-
ates a basis for internal and external credibility, but potential ease of align-
ment with laws or industry requirements that are likely to evolve.

Because ASNZ is so clear and because it better stresses the need to take a
not only an internal but also an external view of risk, it is one that the Busi-
ness First TM prefers.

Organizational Structure

The ERM mandate should come from the Board or CEO. There needs to
be a process owner and that normally is the Chief Risk Officer or Risk
Manager. If neither of these roles exists in the organization, the process
owner might be someone from Operations or Finance. The process owner
will form a Risk Committee made of knowledge experts from various staff
and operational functions in the organization to help with core steps in the
process such as risk identification, assessment and mitigation.

In essence, there is little need to create another organizational unit or hire
a lot of new staff. The one new element is the Risk Committee, made up of
current functional and operational managers.



Business First, Risk Second

Too often, ERM programs are initiated to satisfy some compliance require-
ment, or at the insistence of a board member of officer, or simply because
it seems like the right thing to do.When the ERM program is viewed as the
end product, however, the company can lose its advantage as a significant
strategy tool to help ensure results and expected outcomes are achieved.
Only when the ERM program is strategically linked to the overall business
plan and execution, does it gain true value and become a meaningful exer-
cise and a means to an end.To achieve this, an organization needs to take a
structured approach to designing and implementing their ERM process.

The first step involves a review of organizations business plans not the de-
velopment of a long laundry list of risks that might affect the organization.
Thus, business comes first, not risk.

What follows a circular chain of considerations that ultimately feeds back
upon itself, with no true beginning or end. It is a closed cycle, perpetually

renewing itself:

e CEO establishes mandate

v

* Risk committee is formed
v

* ERM education starts
v

* Process is launched
v

* Improved monitoring and reporting of risk
v

* Embedded in performance management,
v

e CEO establishes mandate...



Process Steps

|. Select most important elements of organizational strategy and goals. As
described in ASNZ-4360 the organization needs to establish the context
for the ERM Program. In Business First TM ERM the context are the busi-
ness initiatives and goals that must be achieved in order for the overall
strategy to be successfully accomplished. All business plans include cer-
tain initiatives that a company must do well in order for the strategy to
be achieved. Initiatives such as modernizing technology, maintaining high
quality executives and human resources while minimizing turnover, in-
creasing sales and market share are all necessary to achieve success. In
this step, some of the questions to ask are: |) why are these initiatives im-
portant to the success of the plan, 2) which of these initiatives are most
important to the organizations success, 3) what information do we have
about these? The initiatives and goals which emerge as the most critical
will be looked at vis a vis the risk factors and risks associated with them.

2. Determine the risk factors associated with the goals. In this step,a com-
prehensive set of risk factors, both internal and external, that influence
the initiatives and goals are determined. Risk factors may include events
such as intensity of the competitive environment, fluctuations in finan-
cial markets, HR issues and changes in the political environment. Not
everything can be considered, but by critically thinking through as much
as possible about the types of events that could have an effect on the
initiatives and goals, significantly improves that likelihood that the organi-
zation will be able to have an idea about what risks may develop.

3. ldentify specific risks.The organization is now in a position to determine
which risks to business initiatives and goals might arise from the risk fac-
tors. Such risks should be reviewed in consideration of the full set of risk
factors. How likely is the risk factor to affect the larger risk profile, and
how much of an impact will it has on expected outcomes? A simple plot-
ting of likelihood vs. impact can be developed to establish risk priorities.
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4. Develop mitigation action plans. Once the major risks are clearly associ-
ated with the appropriate risk factors, mitigation plans can be established
that can reduce either the likelihood or impact that risk factors might
imperil the strategy. Mitigation actions can take many forms. They may
include control activities but the most effective mitigation processes are
those that are incorporated into daily business operations. As mentioned
previously, these actions can include: |) risk transfer, 2) doing something
differently to reduce risk, 3) not doing something and eliminating the risk,
4) incorporating other protections in terms of contracts or agreements,
5) sharing risks with other partners to name just a few possibilities. Thus,
ERM becomes part of the fabric of the business.

5. Produce documentation. A product that comes from this process is a
document that records the most important goals in the business plan
with the attendant risk factors, specific risks and risk mitigation plans.
This documentation is a tool that can be used by the Board, CEO or



senior team to manage the business, monitor plan progress, review per-
formance and so on. The following illustration reflects what a single page
or screen of this documentation might look like.

Instability in the global
economy and the result-
ing impact on customer
activity levels is adding
pressure to forecasting
accuracy which needs
improvement

Annual business plan
analysis enhancements
Strategic growth plan
forecasting enhance-
ments

Plan execution

Cash Mgt,A/R, Re-
serves

Data Quality

Financial risk
Strategic risk

Data quality risk
Reputation/Brand risk
Customer contracting
risk

Demographic risks

Awareness and track-
ing of socio-economic
trends

Data quality assurance
Aggressive contract-
ing process

Multi-year contracts

Summary

By starting the actual ERM process with the business plan, ERM easily cap-
tures top management’s attention, becoming a central activity for driving
the organization forward rather than a peripheral one. The types of docu-
mentation that come out of specific ERM process can be totally interwoven
with planning documentation and act as a valuable tool for managing the
organization and meeting goals. B
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